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--boundsl1
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$ telnet localhost 25

220 shadrach.ispnetl.net ESMTP sendmail 8.11.3/8.11.3; Tue, 3 Jul 2001
= 06:59:12 -00

EHL O shadrach.ispnetl.net

250-shadrach.ispnetl.net Hello IDENT:rich@localhost [127.0.0.1], pleased
= t0 meet you

VRFY rich

250 2.1.5 Rich Blum <rich@shadrach.ispnetl.net>

VRFY mike@shadrach.ispnetl.net

250 2.1.5 Mike Pierce <mike@shadrach.ispnetl.net>

VRFY evonne@meshach.ispnet2.net

252 2.1.5 <evonne@meshach.ispnet2.net>

VRFY alex

550 5.1.1 alex... User unknown

QUIT

221 2.0.0 shadrach.ispnetl.net closing connection
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Connection closed by foreign host.

S aal A sulii RCPT TO, sl sud Jlas jue o gicus

$ telnet localhost 25

Connected to localhost.

220 shadrach.ispnetl.net ESMTP sendmail 8.11.3/8.11.3; Tue, 3 Jul 2001
=(07:09:14 -00

EHLO shadrach.ispnetl.net

250-shadrach.ispnetl.net Hello IDENT:rich@localhost [127.0.0.1],
MAIL FROM: <badguy@otherplace.com>

250 2.1.0 <badguy@otherplace.com>... Sender ok

RCPT TO: rich

250 2.1.5 rich... Recipient ok

RCPT TO: mike@shadrach.ispnetl.net

250 2.1.5 mike... Recipient ok

RCPT TO: evonne@meshach.ispnet2.net

250 2.1.5 evonne@meshach.ispnet2.net... Recipient ok

RCPT TO: alex

550 5.1.1 alex... User unknown

QUIT

221 2.0.0 shadrach.ispnetl.net closing connection

Connection closed by foreign host.
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o s saly
$ telnet localhost 25
Trying 127.0.0.1...
Connected to localhost.
Escape character is ).
220 shadrach.ispnetl.net ESMTP sendmail 8.11.3/8.11.3; Tue, 3 Jul 2001
= (07:19:13 -00
EHL O shadrach.ispnetl.net
250-shadrach.ispnetl.net Hello IDENT:rich@localhost [127.0.0.1],
= pleased to meet you
250-ENHANCEDSTATUSCODES
250-EXPN
250-VERB
250-8BITMIME
250-SIZE
250-DSN
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250-ONEX

250-ETRN

250-XUSR

250 HELP

EXPN blumfamily

250-2.1.5 Rich Blum <rich@shadrach.ispnetl.net>
250-2.1.5 Barbara Blum <barbara@shadrach.ispnetl.net
250-2.1.5 Katie Jane Blum <katie@shadrach.ispnetl.net>
250 2.1.5 Jessica Blum <jessica@meshach.ispnet2.net>
EXPN postmaster

250 2.1.5 Rich Blum <rich@shadrach.ispnetl.net>

QUIT

221 2.0.0 shadrach.ispnetl.net closing connection

Connection closed by foreign host.
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ol s
[rich@test rich]&elnet localhost 25
Connected to localhost.
220 test.ispnet.net ESMTP Postfix
EHLO dude
250-test.ispnet.net
250-PIPELINING
250-SIZE 10240000
250-ETRN
250 8BITMIME

Y header
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MAIL FROM: <badguy@nowhere.net>
250 Ok

RCPT TO: <rich@ispnet.net>

250 Ok

DATA

From: badguy@nowher e.net

To: phonyuser @your place.com

Subject: Thisisaforged message
Thisisatest of aforged To: header message.

Thisisthe end of the message te<t.

250 Ok: queued as 03792C36A

QUIT

221 Bye

Connection closed by foreign host.

[rich@test rich]®mail

Mail version 8.1 6/6/93. Type ? for help.
“/var/spool/mail/rich”: 1 message 1 new

>N 1 badguy@nowhere.net Tue May 1 11:19 16/599 “This is a forged mess”
&

Message 1:

From badguy@nowhere.net Tue May 1 11:19:29 2001
Delivered-To: rich@test.ispnet.net

From: badguy@nowhere.net
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To: phonyuser@yourplace.com

Subject: This is a forged message

Date: Tue, 1 May 2001 19:18:46 -0500 (EST)
This is a test of a forged To: header message.

This is the end of the message test.
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May 2 16:24:49 shadrach ipop3d[5373]: port 110 service init

w from 192.168.1.15

May 2 16:24:49 shadrach ipop3d[5373]: Login failure user=rich

= host=[192.168.1.15]

May 2 16:24:52 shadrach ipop3d[5373]: AUTHENTICATE LOGIN failure
[ic:ccc host=[192.168.1.15]

May 2 16:24:52 shadrach ipop3d[5373]: Command stream end of file while
= readingline user=??? host=[192.168.1.15]

May 2 16:24:55 shadrach ipop3d[5374]: port 110 service init from

= 192.168.1.15

May 2 16:24:55 shadrach ipop3d[5374]: Login failure user=rich

w host=[192.168.1.15]

May 2 16:24:58 shadrach ipop3d[5374]: AUTHENTICATE LOGIN failure
w host=[192.168.1.15]

L unix



) asud &laa 5 (5 S ¢l

S 48 (o) Sl Qs g 58 O3S Jlad sak (gl St oMaa Sl (oSl 5 Jl ps
dnetd b s (ol cral it G ol jblis Jund Hu 4 [ bolen o sd cab soliiul ]
LU Jetclinetd.conflls [46]asb oo o ot cdlan 31 oS sla 5l LS e yiaee
soliienl 45 ol s sy poled ilot Jlad &7 Lo Laus s e 45 w3l o €L s S

S Jlad sz 55 Bl # caadle b g gad

#ftp stream tcp nowait root /ust/libexec/ftpd ftpd -

#telnet stream tcp nowait root /ust/libexec/telnetd telnetd

#shell stream tcp nowait root /usr/libexec/rshd rshd

#login stream tcp nowait root /usr/libexec/rlogind rlogind
#finger stream tcp nowait/3/10 nobody /usr/libexec/fingerd fingerd -s
#exec stream tcp nowait root /usr/libexec/rexecd rexecd
#uucpd stream tcp nowait root /ust/libexec/uucpd uucpd

#nntp stream tcp nowait usenet /usr/libexec/nntpd nntpd
#comsat dgram udp wait tty:tty /usr/libexec/comsat comsat
#ntalk dgram udp wait tty:tty /usr/libexec/ntalkd ntalkd

#tftp dgram udp wait nobody /ust/libexec/tftpd tftpd /tftpboot
#bootps dgram udp wait root /usr/libexec/bootpd bootpd

pop3 stream tcp nowait root /usr/local/libexec/popper popper -s

imap4 stream tcp nowait root /usr/local/libexec/imapd imapd
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» Write access to the /var/spool/mqueue directory
» Write access to the /var/log/maillog file

* Read access to the sendmail.cf file and any other sendmail tables used
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vi /var/gmail/control/blacklists
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192.168.:allow,RELAYCLIENT="",DKSIGN="/var/gmail/control/domaink
eys/%l/private",RBLSMTPD="",NOPOFCHECK="1",
DKVERIFY="DEGIJKfh",DKQUEUE="/var/gmail/bin/gmail-
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# DNS based IP address spam list blackholes.mail-abuse.org

R$* $: $&{client_addr}

R::ffff:$-.$-.$-.$- $: <?> $(host $4.$3.$2.$1.blackholes.mail-abuse.org. $:
= OK $)

R$-.$-.$-.$- $: <?> $(host $4.$3.$2.$1.blackholes.mail-abuse.org. $:

= OK $)

R<?>0K $: OKSOFAR

R<?>$+ $#terror $@ 5.7.1 $: “550 Mail from “ $&{client_addr} “ refused

= by blackhole site blackholes.mail-abuse.org”
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nuisance@advert.corpl.com
@mail.hg.corp.com
@evildomain.net
$ telnet localhost 25
Connected to localhost.ispnetl.net.

220 shadrach.ispnetl.net ESMTP

! header
% pody
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HEL O evildomain.net

250 shadrach.ispnetl.net

MAIL FROM: <badguy@evildomain.net>

250 ok

RCPT TO: <rich@ispnetl.net>

553 sorry, your envelope sender is in my badmailfrom list (#5.7.1)
QUIT

Connection closed by foreign host.

MAPSRSS ) g yu 3 culitiva
IS5 0pen relays; ye 5o 4 el il wlie B8s @l 1[35]uS < rblsmtpd
sl 55 Sose 4 O Gl H st o,
/usr/local/bin/tcpserver -v -R -H -l 0 -x /etc/tcp.smtp.cdb -c
“SMAXSMTPD”
= -u SQMAILDUID -g $SNOFILESGID 0 smtp /var/gmail/bin/rblsmtpd
= -1 “blackholes.mail-abuse.org: Your

w sjte has been listed in the MAPS RSS database”

= /var/qmail/bin/gmail-smtpd

Laalu Gays yilsd 5l ouldicd
sladion 5 Ladal s Lo @i ) Guy g 9,8 e Sluidy 1) calls ool sl Qmail
gmail- i ool piosae 5 (S ad iy gmall gl ol Sl a0
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while(<>) {

print;

exit 31 if /*Subject: Make more money/;
exit 31 if /*Subject: An important offer from/;
exit 31 if /*Subject: From your friends at/;
exit 31 if /*Subject: How to be a millionaire/;

exit 31 if /AFrom: 1234\@spamco.com/;
}

#1/bin/sh

exec /var/gmail/bin/gmail-gfilter /var/gmail/bin/deny-spam

$ telnet localhost 25

Connected to localhost.

EHL O spamco.com
250-shadrach.ispnetl.net
250-PIPELINING

250 8BITMIME

MAIL FROM: 1234@spamco.com
250 ok

RCPT TO: rich@shadrach.ispnetl.net
250 ok

DATA

354 go ahead
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From: 1234@spamco.com
To: rich@shadrach.ispnetl.net
Subject: Sample spam session

This session should be blocked by our spam script!

554 mail server permanently rejected message (#5.3.0)
QUIT
221 shadrach.ispnetl.net

Connection closed by foreign host.

o ybolae aals ol jae daculas
b S oo LIS ain s pblae (nalS s gy
s Laaly S coil ol Gisla 3T ol 5o HLS (53¢ OPEN relayuslas
L5335 ) sgedie SPAMs LA 9 5es
smtpd_client_restrictions = reject_maps_rbl

maps_rbl_domains = blackholes.mail-abuse.org

/usr/local/bin/tcpserver v -R -H - 0 -x [etc/tcp.smtp.cdb
“SMAXSMTPD”

-u $QMAILDUID -g $NOFILESGID 0 smtp /var/gmail/bin/rblsmtpd
. -I “blackholes.mail-abuse.org: Your
site has been listed in the MAPS RSS database”

. Ivar/gmail/bin/gmail-smtpd

-C
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Phrase Virus
Subject: Homepage VBS.VBSWG2.X{@mm
Subject: Where are you? VBS.Loveletter. CN{@mm
Subject: Snow White and the Seven Dwarfs W95.Hybris.gen
Subject: What is the seven sins? VBS.Copy(@mm
Subject: WindowsXP Betatest VBS.Merlin. Al@mm
Subject: Fw: Great & New Stuff 4 You! VBS.Catfish@mm
Subject: Miss World W32 MsWorld(@mm

Al L€ il 1) Gadidie wigen b s sladsls 5 (A aslsie ninas sl
(S 9 S a5 g e aleunis (595 ) el Gad al Sl plial ladels &gy S
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! signature



[2] 8l g s ool (Koo ploal slabls p g (V=£) Jgaa

File Type Description

.com Microsoft executable files

exe Microsoft executable files

vbs Visual Basic script

hlp Microsoft help files

pif Microsoft Program Information File
reg Microsoft Registry file

scr Microsoft screen capture binary file
shs Shell automation code

st Microsoft Windows Scripting File
.sit Apple Macintosh Stuftlt format
.sea Apple Macintosh self-extracting file
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Package

Network Associates Virus Scan

DrSolomon

H+BEDV AntiVir/X
Sophos Sweep
Kaspersky Lab AVP
Cybersoft Viind

Trend Micro FileScanner

Computer Associates (CA) Inoculatel T

Notes

WVersion 3.x is available for free use, but is not
supported. No new virus signature files are being
created for this release (http://www.nai.com).

This product has been discontinued; it is now part
of the Network Associates product that has merged
with McAfee (http://www.nai.com).

Free for noncommercial use, but requires registration
(http:/ /www .hbedv.com).

30-day trial versions available (http://sophos.com).
Supports only Linux systems (http://avp.ru).
Standard Edition available for Unix systems
(http://cyber.com).

Interscan Viruswall available for purchase for Unix
systems (http://antivirus.com).

30-day trial versions available (http://www.cai.com).
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message for
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Return-Path: <alfki@miesto.sk>
Received: from moonl.kimo.com.tw (sourcenatl.bigmailbox.com
= [209.132.220.250])

by mailrecv22.bigmailbox.com (8.10.0/8.10.0) with ESMTP id
f3L9Eex32005;

Sat, 21 Apr 2001 02:14:41 -0700

Received: from netposta.net ([208.187.10.89]) by
moonl.kimo.com.tw (Netscape Messaging Server 4.15) with SMTP id
GC3CG500.F3W; Fri, 20 Apr 2001 20:38:29 +0800

Message-ID: <00000ad359dd$00003352$000076da@netposta.net>
To: <173@artic.net>

From: alfki@miesto.sk

Subject: FW:

Date: Thu, 19 Apr 2001 18:52:52 -0800

MIME-Version: 1.0

Content-Type: text/html;

charset="is0-8859-1"

Content-Transfer-Encoding: quoted-printable

X-Priority: 3

X-MSMail-Priority: Normal

Attachments: msgl.html
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firewall
! | Local Network
Y
MTA MTA
____.-——-'_'_____'_'———-__
E-mail firawall Internal mail
server server
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ks S
ipchains -P forward DENY/shin/ipchains -A forward -i ppp0 -j MASQ
ipchains -A input -l ppp0 --destination-port smtp -y -j ACCEPT
ipchains -A input -i ppp0 -l -y - DENY

siptables,s el syl 4o 5 wa s oy laa - 50 d0g sLagouls o
b aslsl suels Ssipchains

i alasl aliie slIP L edea o

M|P|m$m\*’*6|ybym b



P osa Lol asa ala) Jlail a Ba o gla s g s 0 0l w5l 0 @
Soso dan g oly o ¢, dENYs o 438 S L] s 5l ipChains; iptables
b K
Unable to connect to remote host: Connection refused
) don gaa dan Vs 51308 wslee Jleel b S ug ssee o Gyl
vy shua 4 SIS ol 5 Guy eoblae Sl pan s g el il e

S IS 5 st A 3l suliied s pe s llae (RIS Olhas (VV—=£) Jsia
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8 90 Olaa laas

AR B9 90 b1 &Man wluas

¥ $3ln Gl 31 08 el pan

Ve (o yu)o yolas ials (o jue
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'SASL jf ouldiel Y-Y-¥

oS dy olaol (Baa S wn G 5 s &an Open relays Lo wljblas Juad o
80! Glilio Lol g Lose ab LD upal Gulaad 5w S5 &S sladie adl e

!Simple Authentication and Security Layer
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LT sty B aii€ soliical Lisns 5 o geads P Guoal 3 OllS olss cae 59 4 crass
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S US5 00 Gl [B]atl o SASL s oYLl o 58wl (laie 0 535 sein O (S
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ool S o5l suly 1, AUTH [ gis G wiS o suliiad SASL 3 5L 30 MTA
SIMMP s S5 (550 @IS 58 anls 51 B aas o o5lal SMIP slaglisee 4 ¢ sius
[57].S ool

ALVPIVES SASL

Slgiews O S ) St slansnlS gl wus il awilSe (oS Lge 1 SASL
[7108] 55500 JSs SMTP, IMAP POP3ile (s o sulitoal 5 5 yeaf 2

6l il e 4S el 89S Lige 1y AP & g 0 o Jae TaSid u,,l8 5,0 SASL
ﬂ—i JS.JA[8]4)._;‘)‘)5bJ‘A.L.u‘JJJ.A‘JJJb‘)@i%&iﬂ&ﬁb@h&m‘zﬁmiﬁg})‘
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! Open source
% Network application
3 Application Programming Interface
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| Network
SMTP AUTH

command

Client Workstation

a3, K K o0 SaASIH salanat (A-¢) K

o9 ol Sl SIS Glicusa wnl Glis S G353 Gl e (Sl @Sl s )8
Glis asd e ala) SMP AUTH wilen e 5 sins b Y sane dliaus Gl 0K aal i
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Sl eslal s ol 4Sid IS 5 wla S e s wsLIS 4 wniie fly s SASISKET s
SIS 5 8 s oo ouls 2ES 5 Ae by () e Gl sad Hu S solii) Kb 8,8 )
51 SASIAS el 83 S8 4l i€ o g 1y <€ 5,18 51 soliiond s3lal wSasi 0 ol
sl (55 (518 3500 LIS i sa a5l L g WS b suliial (5,000 e

S solii 'sSl )

SASL G 9wl (slaa jualse

o [t usnge SASIHEALL a0 LS cusa wul gl Alls slaaiulse
ol s 0551 535 59 5 seie 8 500

S e suliiil (o 58 auls (5l Kerberoskul 5l )< -KERBEROS

i 53 oo GSSAPI Gulil 5 st (5,088 8315 5K 5 (550,8 ab (IS GSSAPI
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! secured socket layer
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s PLAIN TEXT DIGEST_MD5 CRAM_MDS saea S8 sbaainlss
Solsssas a LOGIN

SMTP (9,8 SASL 3l ouliiel

teseal ) @y se W AUTH | giis e s [8]u s sula)
AUTH Mechanism

suliin EHLO | gius s ESMTP 51 sl SMEP 5l soliien) 5o oS conl ol age 55
Ay o Glis

$ telnet localhost 25
Connected to localhost.

220 shadrach.ispnetl.net ESMTP sendmail 8.11.3/8.11.3; Thu, 5 Apr 2001
09:12:36 -00

EHL O shadrach.ispnetl.net

250-shadrach.ispnetl.net Hello IDENT:rich@localhost [127.0.0.1], pleased
to meet you

250-ENHANCEDSTATUSCODES
250-EXPN

250-VERB

250-8BITMIME

250-SIZE

250-DSN

250-ONEX

250-ETRN



250-XUSR

250-AUTH LOGIN DIGEST-MD5

250 HELP

AUTH LOGIN

334 VXNIcm5hbWU6

cmljaA==

334 UGFzc3dvemQ6

cHJsbmpn

235 2.0.0 OK Authenticated

MAIL FROM: rich@shadrach.ispnetl.net

250 2.1.0 rich@[158.18.1.153]... Sender ok
RCPT TO: richard.blum@meshach.ispnet2.net
250 2.1.5 richard.blum@meshach.ispnet2.net... Recipient ok
DATA

354 Enter mail, end with “.” on a line by itself
Subject: test

From: rich@shadrach.ispnet1.net

To: richard.blum@meshach.ispnet2.net

Thisisatest message.

250 2.0.0 f35EDFB04406 Message accepted for delivery
QUIT

Connection closed by foreign host.
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o blas uals QlJ':u daulae
OsSage s sl s o8 Open Relay sblas ;0 SASL 5l (o S soliind <yl 4 aa 3 b
G Sy wupdes | sedie OPEN TelaYsla e 5115 Laaly € cl ool GlulesT 5o LK
GBS Jsaa Hlaa ol oo 5 9ol SASL 6 jllas (2alS denlas o Sluia Ll SASL
s Gl s blas

open relays blas (ual ol5e : (V-£) Joaa

Open Relay k. o lolas als

s OPEN Telaysla, sy 5115 Laaky clidlae g bl

oaddie (LK Ay 4 e b —unis

Voo 48,8 & g (sLatle yT wlaxs
Y. 3390 caa alaas
A 390 b &Maa
YY b Gl 51 Jd 5latial o
A (30 y3)0 yolis alS ()l o
¢ bn aal 3 pa jlaiel g
SMIME f-y-¥

2553 59 al S ppem 4 1y Ll B S o] al oS aib olasl kb ol & S-MIME
Sl g sadd slanl gomb glahls JES! gl MIME Lo &€ (o, oS g Lo



SMIME Multipart SubType

e Ol - Miaass ldal 5 o5luilioal aly ol (B3 g Jald aly sud Lol g5 o)
S- cubls Wl (S ey GBuIA Gl WS o Ki5e, 1, Ll aly
ssdiee slasl ol Bl gl € IS S [42]umiis aly Gulsa w508 MIME

il o baseb4iie ¥ sans

Content-Type: multipart/signed,;

protocol="application/pkcs7-signature”;

micalg=shal; boundary=boundary42

--boundary42

Content-Type: text/plain

This is a clear-signed message.

--boundary42

Content-Type: application/pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7s
ghyHhHUUjhJhjH77n8HHG Trfvbnj756tbBOHGAVQpfyF467GhIGFHFYT6
4VQpfyF467GhIGFHfY T6jH77n8HHGghyHhHUUjhJh756tbBOHG Trfvbni
N8HHGTrfvhJhjH776tbBOHG4VQbnj7567GhIGFHfY T6ghyHhHUUjpfyF4
7GhIGfHfYT64VQbnj756

--boundary42--

I Jlssss slasl wls (gl suliinl o,50 JSS55 Micalg s protocol sla siel b

S-MIME Sss 258 5 S 5l Gy il 680 51 (S5 953 a5 ciblia
[42] s s 54« S-MIME Application SubTypaLls,
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S-MIME Application SubType

oo atial alas (gl (Sl Sl el sla S5 PKCs-mime applicatiogs .5
G L s [42]0 b0 pediie STMIME tYPE,s L S35 Cnl WS o ulayl by
b 525 SO

Content-Type: application/pkcs7-mime; smime-tyf@ature;nameilename
G S505 W=t Jsan s 8583 LT 5o b Lasals € wisly o LG sl Filename
S e paddio Wy LIS w5 e PKCS-MIMeLk 55 «S ikl

pkcs-mimegla S350 (\Y=£) Jgaa

o Xs S5

et (5 I8 55 aly (e data
sad 5,18 505 alyy (e Encrypted-data

Jlaas laal S o gas s (5,18 505 alyy (3o Signed-datg
sad (I8 505 alyy e Enveloped-data

s slanal S o 5Mas st 5,18 505 aly 2 Signed-and-enveloped
data

LS hal by oo 58 (s 51 «S st hashaly e Digest-data

...\JJU_A

PGP s/ 8 s MIME

LS5y 5 el e (S8 ey st 5 solew S-MIME LIS 50
PGP ol isiol sladiows 51 (S il su S 5,20 RFC-822 54 1, il sl
il oo

3ok € ol suel sy 0 oaly @& ey g Lael ke & POP s
5 osee WS cda 51 POP i [43]uS o Sluiiy 1) o lolia) el slaat, KU
L 1y Bl S asbage 5ol 1, SolS o ol S o soliid o lulicl oo gnd

! Pretty Good Privacy



osee S L1 LIS ool i€ co (L8 o, 1) LB L8 S oS S S e ga anlS

S 5L Bl e ad w1 T g3 80358 B aas o alal e,
Ol @l (o 9ol ssas KL cose @ wsolad 2 OlesE sl POP sladis
Sy sladin O ol @i Gl GbA G asd calay e Sl ooles
Sul 5 S LS POP Slaiy 6l S s (g5l suly wsa Hu 1, POP (S g 5

aJJoL':.o s U‘J:“ daulae
Voo 5k sl S-MIME US5 55 5 by Jla) al&ia 5o 438 S o) e Gle)] 5o

S e ol alad) gl s Gl aly 5 s Ul LB S mas et sulin i aly
xS CaPLUrel; aaly B ws soliil ethereal,) il 3

ply ssine Hass 5ol B asblae (halS Glhae : (Vi-E) Jgaa

aly ssine o (el s blas o blas als
s-mime | saliil aliblae g bwlad

Neo ad S Oy geo (slagiale jT ulaas

8 90 OMlaa laas

Voo B ge L &as

! ok Gasl 3 Ja8 Hltial paas

Voo (o yu)o bolae Lials ol jue

Sl (el 3 G jlatiel pan



sS40 9 ASI Cavuy Caalsel e

IMAP § POP3 sla g you (3 5S cyol 6-Y-F

a5 IMapP L POP3 sladSsy o 5 Laaky @ibos sl MTA gladiow 51 ok
ael usag 0 'SSL S50 Jilwe € S0nl 0 oS S (gl i€ o Jlua) 55K oy
S ey @St Jab La HLadla) U 1 Lasals B aas oo a3kl @Ss slag by & <

SSL sul g3la (slass g s
L OIS TLS [11]ws solgs "TLS (S5 s o ab 5 i€ e sl o SSL ol
-3 g oo salELL) 500 OV slas 5 el 5L SSL

SSL JSS5 g 42
SSL‘KS ..\.Adu.o L')Lain:\ Vo=¢ JS...'L .J_}'J J‘_):Q J‘):\‘)ls K TCP/IP‘E\Y u:;:tLA SSLJSSJ#
[L11558 o 5 St slase s €85

DATA

SSL

TCP

tep/ip L LLs, 5o SSIJSS 550 (Vo—¢) JS&

ua._?.‘.u\g..\.‘i‘.:am‘JJJ.Ab‘JJJJ“QSSL%&iﬁ‘ﬂw@i%ﬂtssLﬁj‘ﬁ:)d
il Al dda S o0 @Sad 5l b Jladl a0l 55

! Secured Socket layer
2 Transport Layer Security
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GoLS5 ey a8 (5 5s oo 5 @IS G € (AL EA S Secret
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Record SSL Jsii g s

e 438K I 50,885 S ol 4w sl o JiThe 4Sak Jsb 5o 4 5SSl dis a
[11] S oo aal 3 SSlaiula (sl 15 auls g iy SSla, S, US55

S e oo amnls VIYAL b b sladiows 4 1, S5 sladiow (Fragmentation

o Jlacl cond 4S5 4S5 i MS aly (555 5 SIS o0 5l 00 a8 :COmMpression

Oilayas aal Sy b 55 sad a0, aly 51 MAC &, :Message authentication
L;jt_i:})“))\’)—l—ut—“\d_}b.uw‘)du‘_} CL&\)&S(MAC Jﬁw@u&:bmcg@w
A<

Iy cuiel B wisd oo 3o, MAC G 5 dlsls sud s 528 suls :MeSSage encryption
S aal 8 aSad Sk o

oaal sut Ligo o Joy e sl i ¢+ aul . :Header Bytes

lesls Las SSlu, S5 U5 550 S aus s il s ol AV-E SIS 50

Data packet

£ ™

Fragmentation

Compression

Message
Authentication
Code

Encryption

Header
Bytes

SSlu, S, ISt (VV-8) St
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V6 Jgan [11]0S o ool LIS ol gl calide aly V-

5 US55 Ol S 6 Sl
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S8l a0 ciws JS5 5,50 A laaly : (V1=8) Jsaa

s

Jladia
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LS gyl | oA s

il S 5T 1, 8SI US55 B o s o Jlea) @IS bais 53
G eIS 5l 1) ol sasdd 5 (L Say sladSS 55 )

.._\A.Au.o

3 e (painan 5wl o Client_hellow s, by
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Sl s i (ediiine WS

lelidy e IS G ) apa Bosd g0 S oo b s

S o Yl 1 (bl o pae S Wbl €8 Ll & g yea S
WS e 1 IS Al S LBlE 5 e

S e padidio | e hEN0 ALy (sle)

‘:L_#JJHJ_S‘MHL;_AJL_AJJ‘CA__QMSL__.»JS

. Jl ) certificate_request

WS i 5 e g oo saliinl st 3oy slaals
IS b M) S B s e Jlaay) cidS b 3
R S )

LS o e Jluyl sl 05 ST 550 5l s 5wy

Hello_request

Client_hello

Server_hellg

certificate
Server_key_exchang
Certificate_reques
Server_hello_don

Client_certificate

Client_key_exchang

Certificate_verify

finished

D

1]

! handshake
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SSL oy cliadidie juadd Jsh gy
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dala Ho JBE) s 51 L plaslalian B oslu e 50l 1) 5w 5 cidS IS5 o0
ool 85 canand 5 il ol V£ Jgaa [11] 3 6lST S

SSl saias Hlada JS5 55 iline glaaky 1 (VW-£) Jgan

o

Jladia
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el
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RUNIRICVISRRPFA P p e

Bad_certificate
Bad_record_match
Certificate_expireg

Certificate_revoked
Certificate_unknown
Close_notify

Decompression failur

112

Handshake_failuré

A%

lllegal_parameter
No_certificate
Unexpted messade

Unsopported certificatg
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Access_denie(

Decode_erro

Decrypt_error
Decryption_field
Export_restriction
Insufficient_security
Internal_error
No_renegotiations
Protocol_versior

Record_overflow

Unknown_cal

User_cancele(
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OpenSSL dicw

bl B ogd o suliiel 30 e sladelin b 4S sl (suie o 30 sane OPENSS| i
225 osieas [12]as 8 o o Lol £ 51 SSI 5 suliieal 5o .wiS alal LT gl 1, SSL
s e Gl |, 0pensshl soliiwl s gas

openssl req -new -x509 -nodes -out imapd.pem -keyout imapd.pem -days
3650

a5 e 5l Imapd.pem; o F ab 5 o€ o alast X509 JS5 555 b a1 S S o sins o)
slel S YN0 o 15 ol 5 aas e L8 (ld S o)) AIS 5 s sad WS 5o 5a
.MJ‘}-«O

S ol SSI 31 B WS guin a5k 4y asn MTA G el ala o ool 51 u
S 5 s (pl aas o LS SSI 1A, UW sl (IMTA iy suliial s a5 Jis
vl s alasl o g e (595 53 Sl Gl S o suliiul SSlsl saa 4 POP3 sl 440

$ /usr/local/ssl/bin/opensd s client -host localhost -port 995
CONNECTED(00000003)

depth=0 /C=US/ST=Indiana/L=Indianapolis/O=E-mail book/OU=Chapter
16/

= CN=shadrach.ispnetl.net
verify error:num=18:self signed certificate
verify return:1

depth=0 /C=US/ST=Indiana/L=Indianapolis/O=E-mail book/OU=Chapter
16/

= CN=shadrach.ispnetl.net
verify return:1
Certificate chain

0 s:/C=US/ST=Indiana/L=Indianapolis/O=E-mail book/OU=Chapter 16/



= CN=shadrach.ispnetl.net
i:/C=US/ST=Indiana/L=Indianapolis/O=E-mail book/OU=Chapter 16/
= CN=shadrach.ispnetl.net

Server certificate

--BEGIN CERTIFICATE-----

MIIDPzCCAgigAWIBAGIBADANBgKghkiGOWOBAQQFADB5MQsWCQY
DVQQGEWJVUZEQ

MA4GA1UECBMHSWS5kaWFuYTEVMBMGALUEBXMMSW5kaWFuY
XBvbGIzZMRYWFAYDVQQK

--END CERTIFICATE-----

subject=/C=US/ST=Indiana/L=Indianapolis/O=E-mail = book/OU=Chapter
16/

= CN=shadrach.ispnetl.net
issuer=/C=US/ST=Indiana/L=Indianapolis/O=E-mail book/OU=Chapter 16/
= CN=shadrach.ispnetl.net

No client certificate CA names sent

SSL handshake has read 989 bytes and written 320 bytes
New, TLSv1/SSLv3, Cipher is DES-CBC3-SHA

Server public key is 1024 bit

SSL-Session:

Protocol : TLSv1
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Cipher : DES-CBC3-SHA

Session-ID:
SAC70E01DDBF80E5027D110C490D3BDAAES031312AC8CC01904A58
471AE

Session-ID-ctx:

Master-Key:
F276BD43CE6293E1E93390E9426F0940B83C1A0FOE8488C3C7B72BCB
604

Key-Arg : None

Start Time: 995731589

Timeout : 300 (sec)

Verify return code: 18 (self signed certificate)
+OK POP3 localhost v2001.76 server ready
USER rich

+OK User name accepted, password please
PASS guitar

+OK Mailbox open, 0 messages

LIST

+OK Mailbox scan listing follows

QUIT
DONE

._\.Su.o sulaial SSIab.a.A < IMAP (5‘).4 44y S92 ‘)‘ ews u." u:“%-“‘



V-t e [2]ul alast Slabi @S g5 or el O @IS gun Sy sl
a0 oo oLz Microsoft Outlook s s, s ) 5o u)se oladss

= 192 163.1.1 Propeities

Genaal | Sarers | Comecion | Security Mvarcnd]

Seival Foit Mumbers

Lubgong mal [EMTR): E 1 Bt SIS

7| Thiz serverrequies 3 secure connechon (S50

Inzernng mal [FOF3} kel

¥ Thiz sanvarrequies 3 secue connactio [350]

Sarvar Timeduts -

Shat =/———— Lmg 1minule
Cancding

T Break apart messages lager ban |0 = L
Crediveny

I Leave a copy of messages on server
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